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Your government just shut off your 
country’s Internet access.

Now what?



Your government just shut off your 
country’s Internet access.

“Let’s build a mesh network.”



Still a thing...



Nodes







How will it grow?

Planned vs. Organic?

How will it be managed?

Centralized vs. Decentralized?

What is the topology?

Stationary vs. Mobile?



Organic
Decentralized
Mobile
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Centralized
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Dissent Networks

Resilient to disruption
Meaningful scalability

Innocuous components
Resistant to tracking



“These results 
have some 
implications that 
designers may 
want to consider. 
Perhaps efforts 
should be 
targeted at 
designing 
networks with 
small numbers of 
nodes.”

[Gupta00]W = Bits/second
n = # nodes
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Making it work

- Directional antennas

- Mobility

- Multi-radio nodes

- Delay tolerance

- Small networks

- Small number of users

- Network planning

- Coordinated management



Your government just shut off your 
country’s Internet access.

And your basic mesh network didn’t 
work.

Are there practical modifications 
that might?



+ Easy to deploy
+ Works!

- Expensive
- Slow
- Hard to source
- Easy to trace
- Easy to jam
- May be illegal! flickr/jeromestarkey

Satellite?



New York Times



New York Times



New York Times



New York Times

Large directional antennas?

Pirate
cellular 

networks?





Let’s assume we successfully build 
an effective network for activists.

What about 
anonymity?





Keeping users safe

(a) True anonymity
- Encryption is not enough
- “Just the metadata” is still dangerous

(b) Deniability
- Non-dissent uses of network (Tor)
- Hide dissent in innocuous traffic (Telex)

Real answer: some combination of these



So now what?

Dissent
[Corrigan-Gibbs10]



So now what?



So now what?



So now what?



Recap:

Mesh 
networks 

don’t scale.



Recap:

Weird looking 
equipment 

gets you 

arrested.



Recap:

Anonymity 
matters

just like

confidentiality.



Dissent Networks

Resilient to disruption
Meaningful scalability

Innocuous components
Resistant to tracking



Thanks!

Shaddi Hasan

shaddi@cs.berkeley.edu
@shaddih
http://cs.berkeley.edu/~shaddi





Backup slides



Directional Antennas Fewer routes

Mobility Complex routing

Multi-radio nodes Increased cost

Delay tolerance Poor UX, new apps

Small networks Limits reach

Few users Limits reach

Network planning Slows growth

Coordinated 
management

Single point of failure



Pseudonymity is not enough!

[Goga13] Exploiting Innocuous Activity for

Correlating Users Across Sites

[Reid13] An Analysis of Anonymity in the 
Bitcoin System

[Srivatsa12] Deanonymizing mobility traces: 
Using social network as a side-channel

Many others!


